CLOUD COMPUTING:
FACT OR FICTION ?

Stefano Portell
Project Manager
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Cloud Computing allows you to store, access and share data from
internet-connected devices in one central location.

As technology careers continue to grow across the U.S.
and cloud computing creates nearly 14 millions jobs
by 2015, the Cloud is more important than ever.
Here are the facts you need to know about
the Cloud - and the fiction that many
believe.




THE PERCEPTION OF THE CLOUD

\Xhat people believe when it comes to cloud computing.

While “the cloud” may be the tech buzzword of the year, many Americans remain
foggy about what the cloud really is and how it works.
A national survey by Wakefield Research, commissioned by Citrix, showed that:

95y 51% 29%
. 7/

51% believe stormy *
95% have used Cloud \ weather has an effect on / 29% think the Cloud
but don't know it . cloud computing has something to do
¢ with weather

54 16%

#

16% correctly think the Cloud
is a place to store, access and
share data

54% claim they've
never used Cloud

There are some misconceptions...




THE CLOUD IS A PLACE.

ICT

Cloud computing is a model for enabling ubiquitous [...] network access to a shared pool
of configurable computing resources®. The Cloud Is nowhere, but everywhere.
You're probably already using It when you:

SHARE A CHECK UPDATE STREAM A PULL-UP
DOCUMENT EMAIL YOUR STATUS VIDEO iITUNES
100+ M users +450 M users 1 B users 4 B/day 18,5 B apps
(Dropbox) (Gmail} (Facebook) [Youtube) downloaded on
2012
You
(Tuvc)

* NIST [National Institute of Standard and Technology) definition of Cloud Computing




By 2016, 340 million more people will be moved to the cloud.

THE CLOUD IS GROWING.

Impressed? Take a look at how we used Cloud in 201 2:

65%

Bank online

63%

Shop online

58%

Social Network

Game online

29%

Store photo online

19%

Online file-sharing




CLOUD IS A «<NEW» THING

L1

The history of Cloud Computing starts a long time ago... (in a ga

axy far, far away).

2000BC

I
< Sumerians devise
‘ ] 9 7 ] IBM introduces Time Sharing, an
optional feature allowing multiple

USEers 1o share use of a computer

‘ the abacus

SIMultaneso

' 1973s

It"

Xerox invents Xerox Alto” the first |
personal PC that had 2 graphical

,

operating system (GUI) that later
served 3z inspiration for Apple
Computers Macintosh, and Microsoft’s
Windows operating I

J ldeas about computation as a public u

emerged in public discourse and literature
Herb Grosh. theorized that the entire
‘operate on dumb

terminal powered by just 15 large dats

world would someday

centers’




lan Foster znd Carl Kesselman came up

y ug into a grid
of computers and pay for what you use

The term “cloud
computing’
by

Professor, Ramnath

ormation 2
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1997

Terremark complete consrructon of one

world. The bu

Daliast

America.

f the largest dz

g i= 2 70.000 square meter. d

5 hurricane

spproximately 8.600 tons of concrete roof

hat DC carries 95% of the data traffic b

Ween MNOrtn 2nd South

2001 2002

Amzzon offered "Amazon Web
Service’ cloud computing to

CLISIOMETs.

Cola
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sforce.com introduced the

concept of delivering enterprise
applications via a simple website

1999




nroduction of Amazon’s
Elastic Compute Cloud [ECZ

25 a commercial web servics that
allowed small companies and
individuals to rer omouters on
which to run their ow,

computer applications

| = 2006 2008 ‘ :

infrastructure service ,_E_L :'C :_E’:iv‘rf'f"i cﬁlf)ucis. o
EUCALYPTUS < oo
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| Uity Computing.

Gartn r | Gartner sawvw an opportunity for
/" cloud computing “to shape the
- relationship among consumers
of IT services, those who use IT
services and those who sell

them ”
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@rackspace. il

the open cloud company

yEar that RACKSpace apy




Microsoft [zunch his
Cloud Computing

Platform: Azure

The Micraseft Cleud

GoGrid positioned in

named one of the
Top 10 Best Cloud
Services

— GRiD

Apple lzunched
iCloud, = cloud-
based storage
for Apple product

OWWNETS.

iCloud

Google Launched
Google Drive,

which supplants
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Google Drive

1 Billion of people
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SkyDrive

Microsoft releazed
SkyDrive zpp for

findowz Phone

Verizon on buy

Terremark for 513
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2012

2013
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Dropbox reachead

100 million

Users and
held 15% of the
worldwide backup
client market, based
n number of
installations

| Zettabyte = 10%7 Byte = 1,000,000,000,000,000,000,000 bytes = 1,000,000,000 Terabyte
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The amount of

inform

' IJS tablet sales wall |
i hit 44 million. |
! lipsing laptop sales |



THE CLOUD IS 100% SAFE FROM [}
CYBER ATTACKS.

With thousands of companies storing data on Cloud servers, the risk is escalated. Here
are listed the common attackers:

COMMON ATTACKER

<1%

(2012)

28% 4%

INVOLVED INVOLVED

COMMITED BY
BUSINESS
PARTNER

TIED TO
ACTIVIST
GROUPS

INTERNAL INTERNAL
AGENTS EMPLOYEES

TOP INCIDENT CLASSES

[An incident is a validated threats, identified by correlating one or more events)

44 42 % 37 %
\Web Application Attack Brute Force Reconnaisance Vulnerability Scan
Attacks targeting the Exploit attempts enumerating Activity focused on mapping Automated vulnerability
presentation, logic or a the network, application and/or discovery in application,
database layer of web large number of combination,

senvices

services or protocol
|port scan and fingerprinting)

implementation
(unathorized nessus scan|

application

typically involving numerous
[SQL injection|

credential failures
[password cracking attempts)




THE CLOUD IS CREATING IT
JOBS.

Companies like Amazon and Google have much higher need for IT
admins that understand the specific concerns of the Cloud.
Cloud Computing is a key component for these growing Jobs:

CLOUD JOBS REQUESTED CLOUD JOBS FORECASTED GROW
(\WORLDWIDE)
Network System Administrator
Network and Data Communication Analyst 13,8
: , -r MILLIONS
Information System Security Specialists
f MILLIONS
- MILLIONS
Systemn Analyst

Application Software Developer 2012 2013 2014 2015
Web Developer

Database Administrator

+125%

| ] Cloud-Related job grow for 2012-2015

Data Scientist

150.000+

| J] Cloud Enabled jobs by 2015




THERE IS ONLY ONE CLOUD IN
THE UNIVERSE

The NIST definition of cloud computing is considered a gold standard, If we unpack It,
we can see why. First, note that cloud computing is a usage model and not a
technology. There are multiple different flavors of cloud computing, each with its own
distinctive traits and advantages.

SERVICE MODELS DEPLOYMENT MODELS

T " Hybrid
.( > & Cloud ~
[*.] ‘* \ J —
- e pads fLeads |
3 N ) ; e -\\
Infrastructure BPnet  Sia aagsa
B e Google K Federation & Choice \_\
Software Goog . -.
“ & Wngows 1.2.e ORACLE ,J \
2 Public
= Private Public
b Sy Clouds Clouds
¢ Operating System ;Mé_ e
Private Cloud
T iii Data and applications are only stored on the enterprise 's own
Virtualization Layer ﬁ T servers. [T resources are pooled and shared between different
2 - YW bUSIness unit in the same or ganization
<
Hybrid Cloud
Controlled by IT use doud provider resources to satisfy BU

demands. Ensure interoperability witt

Public Cloud
Data and applications are only stored on a third-party servers. IT

resolurces are delpered thro ..jh f.lﬁ.r:-r'i:alii‘ oroviders




THE CLOUD IS A FAD

Cloud adoption Is growing at a rate of five to eleven times faster than traditional software

and a large portion of IT budgets are increasin

gly moving over to the cloud. This growth

can be attributed to the lower barriers to entry and lower switching costs, which are
sparking much more development and activity in the cloud

+47% YoY
I

laas
Infrastructure as a Service

Provision infrastructure on the web

CLOUD
SPENDING

Cloud Management &
Security Services

1l [ g T ~
Cloud Security Service,

T

IT Operation Management,

PaaS
Platfiorm as a Service

™ P - Py . 1 2 e
Deploy application on the web

Saas

Cloud based version of

software as a Service

Use applications on the web

BPaa$s

Business Process as a Service

P P

Business-Process o utsourcing




THE CLOUD IS A FAD

Cloud adoption Is growing at a rate of five to eleven times faster than traditional software
and a large portion of IT budgets are increasingly moving over to the cloud. This growth
can be attributed to the lower barriers to entry and lower switching costs, which are
sparking much more development and activity in the cloud

High Growth Expected in Cloud Infrastructure
Services uss Bittions

0y
80% o BPass 30 ® Saas

|05 o 920

25
60% ::I:::n&See OF 8,6 BILLION
20
50%
o CAGR*(11-16) Microsoft - 90% or R&D
30% 1225 41, 7% budget [$8.6 billion) is being
used to improve cloud
20% Paas 26,6% computing technology,
o saas 17,4% ;r“-:.udi.'jg se;u@* measures
and hosting services.

0% 0
20711 2012 2013 2014 2015 2015 2011 2012 2013 2014 2015 2015

-
[=]

W

* CAGR: Compound Annual Growth Rate




CLOUD IS COSTLY AND TIME
EXPENSIVE

You can have a complete set of infrastructure and application services that enable to run
virtually everything in the cloud: from websites and mobile apps, to big data projects and
nterprise applications. Today, hundreds of thousands of customers take advantage of

I
_;J

these services In nearly every industry. On an on-demand, scalable, and easy-to-use web
services.

1. Trade Capital Expenses (CAPEX) for Variable Expenses [OPEX)
Building on-premises infrastructure can be slow and expensive. There is expensive hardware that
needs to be ordered, paid for, installed and configured. With Cloud Computing you just pay for the
resources you consume on a variable bass.

'};;“!1'
y =
""'I.
0S to get started.
Global Blue

“We avoided significant costs

Pay as you go including $800,000 in CapEXx costs
and $5,000 - $8,000 per month in
OpEX costs.”

- Waleed Hanafi
SVP - CTO for Global Blue

Read the Case Study

Products Used: Amazon EC2, Amazon S3




CLOUD IS COSTLY AND TIME
EXPENSIVE

You can have a complete set of infrastructure and application services that enable to run
virtually everything in the cloud: from websites and mobile apps, to big data projects and
enterprise applications. Today, hundreds of thousands of customers take advantage of

these services In nearly every industry. On an on-demand, scalable, and easy-to-use web

services.

2. Lower Variable Expenses Than Companies Can Do Themselves

Cloud Computing helps you reduce overall [T costs in multiple ways. A massive economies of scale
and efficiency improvements allows to lower prices, and multiple pricing models allows to optimize
costs for both variable and stable workloads. Additionally, Cloud Computing drives down up-front

and on-going IT labor costs and gives you access to a highly distributed, full-featured platform at a

fraction of the cost of tradittonal infrastructure.

$3M -
S@ART HUB / foursquare 70% lower 5 year
- o TCO perapp
Samsung saved $34M on More than $10M saved 50% reduction in analytics
SmartHub app with first 1.2 apps migrated Costs on-

o AWS premises




CLOUD IS COSTLY AND TIME
EXPENSIVE

You can have a complete set of infrastructure and application services that enable to run
virtually everything in the cloud: from websites and mobile apps, to big data projects and
nterprise applications. Today, hundreds of thousands of customers take advantage of
these services In nearly every industry. On an on-demand, scalable, and easy-to-use web

services.

3. You Don’t Need to Guess Capacity
Predicting how customers are going to adopt your new application is difficult, and it's hard to get
right With Cloud Computing, these problems go away. You provision the amount of resources
you need. If you need more, you can easily scale up. If you don’t need them, just turn them off and
stop paying.

Live Demand
Actual Demand Actual Demand

Customer
Dissatisfaction ,

/
/ Predicted Demand

Y
Y

Rigid On Premise Elastic On Cloud




CLOUD IS NOT

MATURE
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Enterprises are beginning to change their buying behaviors based on the deployment
speed, economics and customization that cloud-based technologies provide.
Cloudwashing* continues to cause confusion and inflated expectations with enterprise

buyers.

Slod i

expectations

Hybrid Clougemmputiag

Cloud Management Platforms

Sl O 10

Platform as a Service

Cloud Collaboration Services

| o

Big Data

Cloud Application Development Services
BPaas

laasS + Middlewara

Cloud Services Brokerage

Private Cloud Computing

I i
Database Platform as a Service (dbPaaS)
Elastic Multitenancy

]
uting =

Lol - 'I_. - EEEEEEEEENEER
Parsonal Cloud lj Cloud Comp!

Private Platform as a Service
Cloud-Optimized Application Design

Community Cloud
Cloud Security and Risk Standards

MDM Solutions in the Cloud
DevOps

CloudWeb Plaﬁorms?

eal-Time nirasifucture

Public Cloud Storage

Dedicated Email Sewicesa

Cloud Advertising
T Sales Force Automation Saas

Vidualizatian
Software as a Service (Saas) I

Enhanced Network Delivery

Infrastructure as a Service (laas)

As of August 2012

Peak of

Technology Inflated Trough of sl . Plateau of

- R ope of Enlightenment 2

Trigger Expectations Disillusionment P g Productivity
time >
Plateau will be reached in:
obsolete
Olessthan2years O2to5years @ S5to10years A morethan 10 years @& before plateau

Source: Gartner (Auoust 2012}

TAKE AWAYS

The Cloud BPM (bpmPaas| market is
slated to grow 25% year over year, and
40094 of companies doing BPM are already
using BPM in the Cloud

By 2014 the Personal Cloud will hawve
replaced the personal computer as the
center of user’s digital lives.

Private Cloud Computing is among the
highest interest areas across all cloud
computing

More than 50% of all virtualization
workloads are based on the x86
architecture. This is expected to increase
to 75% by 2015

* Cloud washing (also spelled cloudwashing) is the purposeful and sometimes deceptive attempt by a vendor to rebrand an old product or service by

associating the buzzword “cloud” with it.




' MILLIONS OF PEOPLE ARE
" USING THE CLOUD.

Have an idea about how many folks have their heads in the Cloud already? Try to have a
look to what happens during this presentation:

Coo gl e facebook Gmail & iTunes
i P 180+ million 2+ billion o
oU+ miliors VIEWS EMAIL SENT T
(i1l Tube SEARCH 4 APP DOWNLOAD PANDORA
QUERIES 21+ million
40+ million STATUS
VIDEO VIEWS UPDATE 1,8+ million hours of
200 more hours of MUSIC LOADED
VIDEO UPLOADED ~
390,000+ hours of
18,000+ MUSIC STREAMING
NEW VIDE 30
=lavne 5.700+ MINUTES

PAYING USERS NEW ACCOUNTS

1 1+ million minutes

3+ million
VOICE CALLS NEW TWEETS
10,000+ 100,000+ 9+ billion
PAGE VIEW - FOTO SHARED FILE STORED
84,000+ . ! —
1.5+ million CHECK-IN o Teares
NEW POSTS

%r Dropbox

‘tumb]r] @Ju@hﬁnm
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